HasHaueHue

[Tpunoxenue DragNet VolP Demo npenHazHadyeHO ISl TEMOHCTPALIMM BO3MOKHOCTEM
amnmapaTrHo-TiporpaMmMHoro komriekca DragNet mo 3amucu IP-tenedonmu. s mpocTOTHI
MHCTAJUSIIMM TporpaMMma peajii30BaHa B BHJAE OJHOTO HCIONHsSIEMOro (aiina, KOTOPBIN
OJIHOBPEMEHHO SBJIAETCS KakK IIPOrpaMMOM pPETUCTpallMd 3BOHKOB, TaK U KJIMEHTCKOMU
POrpaMMoOii, MpeAOCTaBISAIONICH MOIb30BaTeN0 0a30BbIe OINEpaly MO MPOCIYLUIMBAHUIO U
MIOWCKY 3aIllMCaHHBIX 3BOHKOB. sl (pyHKIIMOHUPOBAHMS MPUIIOKEHUS HEOOXOAUMO, YTOOBI Ha
KoMITbIOTEpE ObLT ycTaHoBieH apaiiBep WinPCAP (www.winpcap.org).

q)yHKLIMOHaanbIe BO3MOXHOCTHU

JlanHast AEMOHCTpAlMOHHAsI BEPCHsI UMEET CIEIYIOIINEe BO3MOXKHOCTH MO PETHCTPAINU
[P-Tenedponnmu:

[Tporokon IP-trenedponun: SIP, H.323, Cisco SCCP (Skinny), Avaya CCMS
Tpaucnoptuaeiii potokon SIP: TCP, UDP

Tpancnopthsiit npotokon H.323/SCCP: TCP

Konexu: GSM 6.10, G.711 (A-3akoH, p-3akoH), G.729, G.723.1, G.722

CoxpaHeHHe CTaTUCTUKU PETUCTPALMU 3BOHKOB M CUTHAJIBHBIX cooOmenuii SIP,
H.323, Skinny.

Knuenrtckas vacte npunoxkenuss DragNet VolP Demo mnpenocraBnsier cruemyroniue
BO3MOXKHOCTH T10 paboTe ¢ 3amucaHHbIMU 3BOHKaMu [P-tenedonnnu:

OTtoOpakeHne B pEXHMME PEAJIbHOTO0 BPEMEHU COCTOSHHUS BCEX Tele(OHHBIX
COCIMHEHU I

Orobpaxkenue AeTanbHONW MH(POpPMANUK O 3BOHKAaX (BpeMs Hayajga ¥ OKOHYAHUS,
JUTUTEIHHOCTh, IMEHA a0OHEHTOB, apeca a0OHEHTOB)

[IpocnymmBanue 3anucaHHbIX 3BOHKOB

Bo03MOXHOCTE IPOCMOTpa CUTHATIBHBIX COOOIIEHUI IPOTOKOIIOB [P-Tenedonnn
DKCHopT 3BYKOBBIX 3amuceil pasroBopoB B opmatr Microsoft WAVE u MPEG-1
Layer 3

PenakTupoBaHue 3BOHKOB: YCTAaHOBKAa OTMETKU «Ba)XHBIA 3BOHOK», 3aJlaHUE
IIPUMEYAHUI U CTEHOIPAMM

[TeuaTs 1 coxpaHEeHHE CITUCKA 3BOHKOB B (haiin

Co3zmanne CUCKOB BOCIIPOU3BeIeHUS (TIJICH-JINCTOB);

CpenctBa paboThl CO 3BYKOBBIMHU 3alUCSIMU (aBTOMAaTHUYECKas PETyJIHPOBKa
ycunenus (APY), yckopeHHOE U IUKINYECKOE BOCIPOU3BEACHHUE U T.I1.)
PactmmpeHHbI TOMCK 3BOHKOB 110 BCEM MMapaMeTpam.

Buumanue! JlaHHas JeMOHCTpallMOHHAs BepcHs O0JIaTaeT OTpaHUYCHUSMU Ha
KOJIMYECTBO OJIHOBPEMEHHO 3amuchiBaeMbIX ceccuil [P-tenedonnn m Ha oOrmiee
KOJINMYCCTBO 3alIlMCAHHBIX 3BOHKOB.



Cxema opraHmsauum cetu

[IpunoxkeHue mpeaHa3HAYEHO MJIsI PETMCTpallMi 3BOHKOB Kak C amnmapatHbix [P-
Tesne()OHOB, TaK U C MPOTPAMMHBIX (TaK Ha3bIBaeMbIX coPT-(hoHOB). {151 pabOTHI MPOrpaMMBI
HE0OX0AMMO 00ECIIeYuTh MPOXOXKIACHHE ceTeBOTO Tpaduka IP-Tenedonnn yepes ceTeByIo KapTy
KOMIIBIOTEPA, HA KOTOPOM 3amyiieHo npunoxenue DragNet VoIP Demo. [Ipumep opranusanuu
cetu [P-Tenedonnn s 3amucu 3BOHKOB MPUBENICH HA PUCYHKE 1.
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Puc.1. Cxema opranmusanuu JoKaJbHOH ceTH

Hcnonp3oBanue HekoMMyTHpyeMoro koHueHTtpatopa (Hub) Ha nanHON cxeme
rapaHTHPYET MPOXOXKACHUE BCETO CETEBOro Tpaduka yepe3 Bce y3/bl, B TOM YHUCIE U 4Yepes3
CETEeBOM aJanTep KOMIIBIOTEPA HAa KOTOPOM HcnojHsAeTcs npuiioxkenue DragNet VoIP Demo.
JlanHast cxeMa TrapaHTUPYeT pPErucTpaluio Tele(OHHBIX COCIMHEHMHA MEXIy BCEMH
YCTPONCTBAMU CETH.

B caywae npumenenus kommyrtatopa (Switch Hub), perucrpanmio TtenedoHHBIX
pa3roBOpOB MOXKHO OpPraHM30BaTh IIyTEM Ha3HAY€HUs I1OpPTa MOHUTOPUHIA CETEBOTO Tpaduk. B
HACTPOHKax KOMMyTaropa HEOOXOAMMO BBIOpAaTh BCE MOPTHL, K KOTOPHIM MOJKIIOUEHBI
OKOHe4Hble ycTpoicTBa IP-Tenedonnn, u 3a1aTh 1151 HUX B Ka4eCTBE IOPTa MOHUTOPHUHTA HOPT,
K KOTOpOMY MojKIo4yeHa cereBas kapta DragNet VoIP Demo. Oto obGecrieunt nepenady BCero
tpaduka [P-renedonnn nmpunoxenuto DragNet VolP Demo nist peructpaiiuy 3B0HKOB.

Jns peructpanuu Tene(OHHBIX COSAMHEHUH TOJIBKO JIOKAIBHOTO MporpammHoro IP-
tenedoHa 10cTaTouHO MpocTo 3amycTuTh DragNet VolP Demo Ha ToMm ke caMOoM KOMITbIOTEpE.
B sToM ciydyae HUKaKUX EPEKOMMYTAlLIUMi JIOKAIBHOM CeTH AenaTh He Hy>KHO — Bech [P-Tpaduk
U Tak OyJeT IPOXOANUTh YePe3 aHAIN3UPYEMBbIE CETEBbIE YCTPOMCTBA KOMIIBIOTEPA.



Pa6oTa ¢ nporpammomn

ITpu nepBoM 3arycke nmporpaMma aBTOMaTHYECKH OOHApY’KUBAECT BCE AKTUBHBIE CETEBBIE
ajanTepbl M HAaUYMHACT aHAJIM3UPOBATh MPOXOJAIIMK uyepe3 HHUX ceTeBod Tpaduk. Taxke BO
BpeMs IEPBOTO 3allyCcKa MPHIOKEHHs B TEKyIIEH nanke (IAe pacrnookKeH UCHOIHIEMBbIN (aiin
DragNetVolPDemo.exe) Oymer co3mana manka Records, ciyxamias Uis pasMeliCHHs
3aMMCBHIBAEMBIX 3BOHKOB. AHAIM3UpPYEMbI€ CETEBbIE afanTepbl U MyTh K MAalKe 3aruceil MOKHO
W3MEHUTh M3 OKHA HACTPOWKH MpuioxkeHus. JlaHHOe OKHO TOKa3aHO Ha pucyHke 2. Bce
U3MEHEHHUs BCTYNAIOT B CUITy TOCJIE TIepe3amycKa IpUIoKeHus.

B cnyyae ecnum HeoOXoaumo yka3zaTh (WJIM CMEHHTb YK€ YCTAaHOBJICHHBIE)
aHaJM3MPYEMbIC CETEBBIC aJanTepbl, MOXHO BOCHOJB30BaThcsi mapamerpom /Wizard
KOMaHJHOU CTpoKU. B 3TOM cilydae mosib30BaTento cpasy ke ([0 3alycKa JIOTUKM aHajln3a
ceTeBoro Tpaduka) OyAeT MpeaoKEeHO BEIOPATh CETEBBIC aIaNTephl.
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BSFg P erHETpALKA SEOHKOE

PervcTpHpoEaTe IP-Tpadkk BeIGpaHHER: Yo TPaOHCTE:
Aktansic AtcL001 Gigabit Ethernet Controller (Microsoft's Packet Sc

PazMELIEHHE 3AMHCAHHB SEOHKOE:
i\DraghletYoipDemolRecords B

FAMHCRIBATE CHIHANHZAUKHHD B NOr NParpartkl

AHANMEHPOEATE COeAHHEHHA TCP

PErMcTpHpoBaTE 3B0HEH N0 NpoTokony H.323

PErvcTRHMPOBATE SEOHIKH MO NpOToRoRY Skinny
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Puc.2. Hactpoiixku perucrpanuu 380HKOB

Onmust «3anucbIBaTh CUTHAJM3ALHI0 B JIOT NPOrpamMMbl» IpeJHa3HAueHa IS
coxpaHeHHs Bcex coobmenmii [P-teneornn B or-¢aiine nporpammsl (pacroyiaraeTcst B marke
Logs).

VYcranoBka onmuun «AHagau3upoBath coeauHeHuss TCP» 3acraBnser npuioxkeHue
npou3BoIuTh aHanu3 Bcex TCP coenuHeHWi BBHIOpAHHBIX CETEBBIX agalTepoB. YCTaHOBKA
JaHHoU onuuu rapantupyet peructpannio SIP TCP 3BoHKOB.

Crnenyromue TpU ONIMH  TPEJOCTABISAIOT IMOJIB30BATEII0 BBIOOP HEOOXOJAMMBIX
npotokosoB [P-renedponun mst peructparnuu: SIP, H.323 u Skinny.

Bce HacTpoiiku perucrpaii 3BOHKOB BCTYMAIOT B CHJIy TOJIBKO IIOCJE IEpe3amycka
MPUIIOKEHUS.



